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A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) FROM 
THE MAILING DATE OF THIS COMMUNICATION. 

- Extensions of time may be available under the provisions of 37 CFR 1 .136(a). In no event, however, may a reply be timely filed 
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Remarks 

Claims 1-24 are pending. 

Drawings 

1 . The drawings are objected to as failing to comply with 37 CFR 1 ,84(p)(5) 
because they do not include the following reference sign(s) mentioned in the 
description: 

Page 8, line 3 refers to a 16-bit unidirectional bus as being labeled 22a, 
but Figure 4 does not have any busses labeled 22a. 
Corrected drawing sheets in compliance with 37 CFR 1.121(d) are required in 
reply to the Office action to avoid abandonment of the application. Any amended 
replacement drawing sheet should include all of the figures appearing on the immediate 
prior version of the sheet, even if only one figure is being amended. Each drawing sheet 
submitted after the filing date of an application must be labeled in the top margin as 
either "Replacement Sheet" or "New Sheet" pursuant to 37 CFR 1.121(d). If the 
changes are not accepted by the examiner, the applicant will be notified and informed of 
any required corrective action in the next Office action. The objection to the drawings 
will not be held in abeyance. 

Claim Objections 

2. Claims 12, 20, 23, and 24 are objected to under 37 CFR 1.75(a) because of the 
following informalities: 
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Claim 12, line 1: "to the method of claim 3" should be "The method of 
claim 3". 

Claim 20, line 1 recites the limitation "said first and said second chips". 
There is insufficient antecedent basis for "said second chip" in the claims. 
For purposes of prior art rejection, it has been construed as "said first chip 
and a second chip". 

Claim 23, line 5: "acquiring and input character string" should be 
"acquiring an input character string". 

Claim 24, line 8: "the electronic document" should be "the electronic input 
document". 

Claim 24, line 10: "its own inputs" should be "its own output". 
Appropriate correction is required. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

3. Claims 1-19 and 21-24 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Dachselt (Dachselt et al., "Chaotic Versus Classical Stream Ciphers 
- A Comparative Study", in Proceedings of the IEEE International Symposium on 



Application/Control Number: 09/925,031 Page 4 

Art Unit: 2137 

Circuits and Systems, Monterey, CA, May 31 - June 3, 1998, pp. 518-521) in view of 
Bianco et al. (U.S. Patent 5,048,086). 
Regarding Claim 1, 

Dachselt discloses a method comprising confusing characters 
belonging to an electronic input document through an invertible scrambler 
to obtain a confused document (Page IV-519, Section 3.4; and Page IV- 
520, Figure 2), but does not disclose diffusing the confused document by 
mixing it with chaotic characters to obtain an encrypted document. 

Bianco et al., however, disclose diffusing the confused document 
by mixing it with chaotic characters to obtain an encrypted document 
(Column 4, line 59 to Column 5, line 24). It would have been obvious to 
one of ordinary skill in the art at the time of applicant's invention to 
incorporate the chaotic encryption system of Bianco et al. into the 
encryption system of Dachselt in order to increase robustness of the data 
against recovery by cryptanalysis, thus making the system more secure 
(Column 4, lines 8-48). 
Regarding Claim 2, 

Dachselt discloses that the confusing step comprises carrying out 
operations defined within a Galois field (Page IV-519, Section 3.1). 
Regarding Claim 3, 

Dachselt discloses that the electronic input document comprises a 
plurality of strings of characters to be encrypted, and the confused 



Application/Control Number: 09/925,031 Page 5 

Art Unit: 2137 

document comprises a plurality of confused characters, and the confusing 
step comprises adding each string of characters to be encrypted to strings 
of confusing characters obtained by multiplying the strings of confused 
characters by respective multiplication constants (Page IV-519, Section 
3.4; and Page IV-520, Figure 2). 
Regarding Claim 4, 

Dachselt discloses that before being multiplied by the multiplication 
constants, the strings of confused characters are delayed (Page IV-519, 
Section 3.4). 
Regarding Claim 5, 

Dachselt discloses that the confused document comprises a 
plurality of strings of confused characters (Page IV-519, Section 3.4; and 
Page IV-520, Figure 2), but does not disclose that the diffusing step 
comprises generating chaotic characters through a chaos generator and 
mixing the strings of confused characters with the chaotic characters. 

Bianco et al., however, disclose that the diffusing step comprises 
generating chaotic characters through a chaos generator and mixing the 
strings of confused characters with the chaotic characters (Column 4, line 
59 to Column 5, line 24). 
Regarding Claim 6, 

Bianco et al. disclose that the mixing step comprises performing an 
exclusive OR operation (Column 4, line 59 to Column 5, line 24). 
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Regarding Claim 7, 

Bianco et al. disclose that the chaos generator implements the 
function: 

f k (x) = Kx(1 - x). (Column 3, lines 24-43). 
Regarding Claim 8, 

Dachselt discloses: 

a) loading encryption keys into shift registers of the invertible 
scrambler (Page IV-519, Sections 3.3 and 3.4; and Page IV-520, Figure 

2); 

b) acquiring an input character string (Page IV-519, Section 3.4; 
and Page IV-520, Figure 2); 

c) calculating a diffused character string using the input character 
string, the encryption keys, and the contents of the shift registers (Page 
IV-519, Section 3.4); 

d) feeding the diffused character string to the shift registers, and 
issuing a command for a shift operation for the shift registers (Page IV- 
519, Section 3.4; and Page IV-520, Figure 2); 

e) repeating b), c) and d) a preset number of times to obtain a 
plurality of the confused character strings (Page IV-519, Section 3.4; and 
Page IV-520, Figure 2); 

But does not disclose loading an initial chaotic value into a chaotic 
value register, calculating a subsequent chaotic value, using the contents 
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of the chaotic value register, adding the plurality of confused character 
strings to the subsequent chaotic value to obtain an encrypted word, 
storing the subsequent chaotic value in the chaotic value register, or 
repeating b)-h). 

Bianco et al., however, disclose loading an initial chaotic value into 
a chaotic value register (Column 4, line 63 to Column 5, line 5); 

f) calculating a subsequent chaotic value, using the contents of the 
chaotic value register (Column 5, lines 5-11); 

g) adding the plurality of confused character strings to the 
subsequent chaotic value to obtain an encrypted word (Column 5, lines 
12-24); 

h) storing the subsequent chaotic value in the chaotic value register 
(Column 5, lines 12-24); and 

i) repeating the encryption process on subsequent blocks of data 
(Column 5, lines 12-24). 

Regarding Claim 21, 

Claim 21 is a method claim that is broader than narrower method 
claim 8 and is rejected for the same reasons. 
Regarding Claim 23, 

Claim 23 is a method claim that is broader than narrower method 
claim 8 and is rejected for the same reasons. 
Regarding Claim 9, 
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Dachselt discloses that c) uses the following relation: 
s(t) = IN(t) 0 Z 3 j= o pj©s(t-j) 

In which IN(t) is the input character string, q are the encryption 
keys, s(t — j) are the contents of the shift registers, and s(t) is the diffused 
character string (Page IV-519, Section 3.4; and Page IV-520, Figure 2). 
Regarding Claim 10, 

Bianco et al. disclose that f) uses the following relation: 

f k (x) = Kx(1-x); 

where K is a bifurcation parameter of a chaotic system (Column 3, 
lines 24-43). 
Regarding Claim 11, 

Dachselt discloses unscrambling an encrypted document through 
an unscrambler opposite to the scrambler (Page IV-519, Section 3.4; and 
Page IV-520, Figure 2), but do not disclose decrypting an encrypted 
document by mixing it with the chaotic characters. 

Bianco et al., however, disclose decrypting an encrypted document 
by mixing it with the chaotic characters (Column 5, lines 25-41). 
Regarding Claim 12, 

Dachselt discloses that an encrypted document comprises a 
plurality of encrypted character strings (Page IV-519, Section 3.4; and 
Page IV-520, Figure 2), 
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The method comprising decrypting the encrypted document 
through a first and a second decryption operation, in cascade (Page IV- 
519, Section 4.2; and Page IV-520, Figure 2), 

The second decryption operation supplying a plurality of decrypted 
characters strings (Page IV-519, Section 3.4; and Page IV-520, Figure 2), 

The second decryption operation comprising an unscrambling step 
by subtracting each predecrypted character string from feedback 
character strings obtained by multiplying the decrypted character strings 
by the multiplication constants (Page IV-519, Section 3.4; and Page IV- 
520, Figure 2), 

But does not disclose the first decryption operation comprising a 
mixing step wherein the encrypted character strings are mixed with the 
chaotic characters to obtain a plurality of predecrypted character strings. 

Bianco et al., disclose the first decryption operation comprising a 
mixing step wherein the encrypted character strings are mixed with the 
chaotic characters to obtain a plurality of predecrypted character strings 
(Column 5, lines 25-41). 
Regarding Claim 13, 

Dachselt discloses a device comprising: 

A confusion block for confusing an electronic input document, the 
confusion block comprising an invertible scrambler that supplies a 
confused document (Page IV-519, Section 3.4; and Page IV-520, Figure 
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2); and that another encryption block is cascade-connected to the 
confusion block (Page IV-519, Section 4.2; and Page IV-520, Figure 2), 
but does not disclose that this second encryption block is a diffusion block 
comprising mixing means for mixing the confused document with chaotic 
characters, which supply an encrypted document. 

Bianco et al., however, disclose a diffusion block comprising mixing 
means for mixing the confused document with chaotic characters, which 
supply an encrypted document (Column 4, line 59 to Column 5, line 24). It 
would have been obvious to one of ordinary skill in the art at the time of 
applicant's invention to incorporate the chaotic encryption system of 
Bianco et al. into the encryption system of Dachselt in order to increase 
robustness of the data against recovery by cryptanalysis, thus making the 
system more secure (Column 4, lines 8-48). 
Regarding Claim 14, 

Dachselt discloses that the scrambler comprises operators acting 
within a Galois field (Page IV-519, Section 3.1). 
Regarding Claim 15, 

Dachselt discloses that the scrambler comprises an adding element 
having a first and a second input, the first input receiving a string of 
characters to be encrypted that belong to the electronic input document; a 
plurality of shift registers cascade-connected to one another and to the 
adding element; a plurality of multiplier elements, each having an input 
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connected to an output of a respective shift register and to an own output; 
a plurality of adding nodes cascade-connected, each adding node having 
an input connected to the output of a respective multiplier element, an 
adding node arranged upstream and having a second input connected to 
a last multiplier element of the multiplier elements, and an adding node 
arranged downstream and having an output connected to the second input 
of the adding element (Page IV-520, Figure 2). 

Regarding Claim 16, 

Bianco et al. disclose that the mixing means comprise an EXOR 
logic circuit, and the diffusion block comprises a chaos generator (Column 
4, line 59 to Column 5, line 24). 

Regarding Claim 17, 

Bianco et al. disclose that the chaos generator implements the 
following function: 

f k (x) = Kx(1-x); 

where K is a bifurcation parameter of a chaotic system (Column 3, 
lines 24-43). 
Regarding Claim 18, 

Bianco et al. disclose integrating all of the components of the 
encryptor in one first chip (Column 6, lines 18-53). 
Regarding Claim 19, 
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Bianco et al. disclose integrating all of the components of the 
decryptor in a second chip (Column 6, lines 18-53). 
Regarding Claim 22, 

Dachselt discloses a method comprising: 

Acquiring encryption keys (Page IV-519, Sections 3.3 and 3.4; and 
Page IV-520, Figure 2); 

Acquiring input character strings (Page IV-519, Section 3.4; and 
Page IV-520, Figure 2); 

Calculating diffused character strings using the input characters 
strings, the encryption keys and previous diffused character strings (Page 
IV-519, Section 3.4); and 

Decrypting the encrypted words by subtracting them from 
previously decrypted words using an unscrambler element having a 
structure similar to that of the scrambler and using identical encryption 
keys (Page IV-519, Section 3.4; and Page IV-520, Figure 2); 

But does not disclose acquiring an initial chaotic value, adding sets 
of diffused character strings to subsequent chaotic values generated by a 
chaotic processor to obtain encrypted words, or decrypting the encrypted 
words by adding the encrypted words to chaotic values identical to the 
encryption values. 

Bianco et al M however, disclose acquiring an initial chaotic value 
(Column 4, line 63 to Column 5, line 5); 
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Adding sets of diffused character strings to subsequent chaotic 
values generated by a chaotic processor to obtain encrypted words 
(Column 5, lines 5-24); and 

Decrypting the encrypted words by adding the encrypted words to 
chaotic values identical to the encryption values (Column 5, lines 25-41). 

It would have been obvious to one of ordinary skill in the art at the 
time of applicant's invention to incorporate the chaotic encryption system 
of Bianco et al. into the encryption system of Dachselt in order to increase 
robustness of the data against recovery by cryptanalysis, thus making the 
system more secure (Column 4, lines 8-48). 
Regarding Claim 24, 

Dachselt discloses a device for protecting the contents of an 
electronic document, comprising: 

A confusion block for receiving and confusing an electronic input 
document (Page IV-519, Section 3.4; and Page IV-520, Figure 2), the 
confusion block comprising: 

An invertible scrambler that supplies a confused document (Page 
IV-519, Section 3.4; and Page IV-520, Figure 2), the scrambler comprising 
operators acting within a Galois field (Page IV-519, Section 3.1), 

The scrambler comprising an adding element having a first and a 
second input, the first input receiving a string of characters to be 
encrypted that belong to the electronic input document, a plurality of shift 
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registers cascade-connected to one another and to the adding element, a 
plurality of multiplier elements, each having an input connected to an 
output of a shift register and to its own output, a plurality of adding nodes 
cascade-connected, each adding node having an input connected to the 
output of a respective multiplier element, an adding node arranged 
upstream and having a second input connected to a last multiplier element 
of the multiplier elements, and an adding node arranged downstream and 
having an output connected to the second input of the adding element 
(Page IV-520, Figure 2); and 

A second decryption block cascade-connected to the confusion 
block (Page IV-519, Section 4.2; and Page IV-520, Figure 2); 

But does not disclose that the second decryption block is a diffusion 
block comprising a mixing circuit for mixing the confused document with 
chaotic characters to supply an encrypted document, the mixing circuit 
comprising an EXOR logic circuit, or that the diffusion block comprising a 
chaos generator that implements the function fk(x) = Kx(1 - x); where K is 
a bifurcation parameter of a chaotic system. 

Bianco et al., however, disclose a diffusion block comprising a 
mixing circuit for mixing the confused document with chaotic characters to 
supply an encrypted document (Column 4, line 59 to Column 5, line 24), 
the mixing circuit comprising an EXOR logic circuit (Column 4, line 59 to 
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Column 5, line 24), and the diffusion block comprising a chaos generator 
that implements the following function: 
f k (x) = Kx(1-x); 

where K is a bifurcation parameter of a chaotic system (Column 3, 
lines 24-43). 

It would have been obvious to one of ordinary skill in the art at the 
time of applicant's invention to incorporate the chaotic encryption system 
of Bianco et al. into the encryption system of Dachselt in order to increase 
robustness of the data against recovery by cryptanalysis, thus making the 
system more secure (Column 4, lines 8-48). 

4. Claim 20 is rejected under 35 U.S.C. 103(a) as being unpatentable over Dachselt 

in view of Bianco et al., further in view of Answers (Computer Desktop Encyclopedia, 

definition of "heat sink", 1998, pp. 1-2, obtained from 

http://www.answers.com/topic/heat-sink?method=5). 

Dachselt as modified by Bianco et al. does not disclose the use of a metal 
casing over the chip. 

Answers, however, discloses that there is a metal casing [heat sink] over 
the chip (Pages 1-2, "Computer Desktop Encyclopedia" section). It would have 
been obvious to incorporate the heat sink of Answers into the encryption system 
of Dachselt as modified by Bianco et al. in order to absorb heat from the chip to 
cool it down. 



Application/Control Number: 09/925,031 
Art Unit: 2137 



Page 16 



Conclusion 



Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Jeffrey D. Popham whose telephone number is (571)- 
272-7215. The examiner can normally be reached on M-F 9:00-5:30. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Andrew Caldwell can be reached on (571)-272-3868. The fax phone 
number for the organization where this application or proceeding is assigned is 703- 
872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 




ANDREW CALDWELL 
SUPERVISORY PATENT EXAMINER 



